
A Spotlight  
On... 

OneÊofÊtheÊmostÊsignificantÊrisksÊinÊcyberÊsecurityÊisÊtheÊmisuseÊofÊ
privileged user accounts.Ê 
 
SomeÊresearchÊsuggestsÊatÊleastÊ80%ÊofÊdataÊbreachesÊareÊlinkedÊtoÊ
compromisedÊprivilegedÊaccounts.ÊAndÊtheÊriskÊgrowsÊwithÊeachÊnewÊ
applica onÊthatÊorganisa onsÊuse.Ê 
 
DueÊtoÊthisÊhighÊlevelÊofÊrisk,ÊbothÊregulatorsÊandÊindustryÊstandardsÊ
(NIST,ÊSOX,ÊPCIÊDSS)ÊfocusÊonÊpolicingÊaccessÊmanagement.Ê 

Privileged 
Access 

Why be concerned about privileged access? 

Why is privileged access so dangerous?  

ByÊtheirÊnature,ÊtheseÊaccountsÊholdÊgreaterÊprivilegesÊthanÊforÊaÊstandardÊuser,Êe.g.ÊITÊadministratorÊroles. 

TheseÊaccountsÊcanÊaccessÊinforma onÊfarÊmoreÊwidely,ÊandÊalsoÊchangeÊsystemsÊwithoutÊneedingÊauthorisa on.Ê
ThisÊmakesÊthemÊaÊtargetÊforÊindividualsÊlookingÊtoÊexploitÊanÊorganisa onÊandÊitsÊdata.ÊProtec ngÊsuchÊaccountsÊ
isÊkeyÊtoÊsecuringÊinforma onÊandÊprotec ngÊbrandÊreputa on.  

How can you manage the risk? 

YouÊneedÊtoÊunderstandÊwhatÊrightsÊanyÊprivilegedÊaccountsÊhaveÊandÊtheirÊassociatedÊrisks.ÊAppropriateÊstepsÊ
canÊbeÊthenÊbeÊtakenÊtoÊreduceÊtheÊsecurityÊthreat:Ê 

 

Step 1:ÊÊÊIden fyÊandÊonboardÊprivilegedÊaccountsÊtoÊaÊPrivilegedÊAccessÊManagementÊ(PAM)Êsolu on. 

· EnablesÊorganisa onsÊtoÊunderstandÊtheirÊfullÊprivilegedÊaccessÊusage. 
· EnsuresÊac vityÊusingÊprivilegedÊaccessÊisÊmonitored. 
 

Step 2:ÊÊÊLimitÊtheÊuseÊofÊprivilegedÊaccountsÊtoÊthoseÊwithÊaÊspecificÊrequirement.Ê 

· RestrictsÊprivilegedÊaccessÊtoÊtheÊrightÊpeopleÊforÊaÊlimited,ÊauthorisedÊ meÊperiod. 
· ImplementsÊaÊprocessÊthatÊensuresÊdifferentÊlevelsÊofÊprivilegeÊgoÊthroughÊtheÊrightÊapprovals. 

 

Step 3:ÊÊÊRecer fyÊaccessÊtoÊprivilegedÊaccounts.Ê 

· EnsuresÊpeopleÊhaveÊtheÊcorrectÊaccessÊlevelsÊforÊtheirÊjobÊroles. 
· Iden fiesÊprivilegedÊaccessÊthatÊshouldÊbeÊremoved. 
 

Step 4:ÊÊÊRemoveÊredundantÊorÊinappropriateÊprivilegedÊaccounts.ÊAcceptÊrisksÊwhereÊsystemsÊblockÊremoval. 

· PreventsÊunauthorisedÊaccessÊtoÊkeyÊinforma onÊassets. 
· PreventsÊfraudulentÊac vityÊbyÊmanagingÊsegrega onÊofÊdu es. 

 

How can i-confiden al help? 

For more informa on about how we can help your business, please contact us 

OurÊPAMÊandÊrecer fica onÊspecialistsÊhelpÊclientsÊtoÊprotectÊtheirÊcri calÊassetsÊandÊapplica ons,ÊmeetÊauditÊ
andÊcomplianceÊrequirements,ÊandÊpreventÊdataÊbreachesÊandÊpoten alÊserviceÊdisrup ons. 

WeÊhaveÊhelpedÊseveralÊleadingÊorganisa onsÊsuccessfullyÊaddressÊthisÊissue.ÊSomeÊkeyÊac vi esÊinclude: 

· ProvidingÊaÊstructuredÊapproachÊtoÊaddressingÊPAM’sÊcomplexityÊandÊrisk. 
· Iden fyingÊandÊonboardingÊuniqueÊuserÊaccountsÊintoÊaÊPAMÊsolu on. 
· Opera ngÊaÊrecer fica onÊprocessÊandÊplanningÊtheÊremovalÊofÊinappropriateÊuserÊaccounts. 
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