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Why is IT asset management important for security?  

Effec veÊsecurityÊreliesÊonÊanÊaccurate,Êup-to-dateÊinventoryÊofÊITÊassets.ÊThisÊonÊitsÊown,Êhowever,ÊisÊnotÊ
sufficient.ÊYouÊalsoÊneedÊtoÊunderstandÊtheÊlevelÊofÊpoten alÊinforma onÊriskÊassociatedÊwithÊeachÊasset.ÊTheseÊ
riskÊlevelsÊshouldÊsteerÊsecurityÊinvestmentÊplanningÊandÊinformÊtheÊpriori sa onÊofÊrelatedÊsecurityÊac vity. 

Configura onÊmanagementÊdatabasesÊ(CMDBs)ÊandÊotherÊlistsÊofÊserversÊandÊapplica onsÊmightÊfeelÊlikeÊ‘jobÊ
done’,ÊbutÊsuchÊdataÊcanÊreadilyÊgoÊoutÊofÊdate,ÊcontainÊsignificantÊgaps,ÊandÊonlyÊprovideÊsuperficialÊinforma on. 

IT Asset 
Management 

AsÊtheÊbusinessÊuseÊofÊtechnologyÊgrowsÊrapidly,ÊitÊisÊdifficultÊtoÊ
understandÊwhatÊisÊbeingÊused,ÊbyÊwhom,ÊandÊforÊwhatÊpurpose.Ê 

YourÊsecurityÊisÊonlyÊasÊstrongÊasÊyourÊweakestÊlink.ÊIfÊyouÊareÊ
notÊtrackingÊtechnologyÊinÊtheÊformÊofÊbusinessÊapplica onsÊorÊ
infrastructureÊitÊcouldÊmeanÊaÊbadÊdayÊatÊtheÊoffice. 

Par cularlyÊforÊlarger,ÊmoreÊcomplicatedÊorganisa onsÊwhereÊ
changeÊhasÊbeenÊaÊconstant,ÊestablishingÊeffec veÊITÊassetÊ
managementÊcanÊbeÊaÊveryÊdifficultÊendeavour. 

Background 

How i-confiden al can help 

1. Mapping devices to apps and services –ÊunderstandÊdeviceÊconnec ons,Êdependencies,ÊandÊbusinessÊcri cality. 

2. Automated device discovery –ÊallÊliveÊdevicesÊareÊinÊaÊCMDBÊandÊdecommissionedÊdevicesÊiden fied. 

3. Up-to-date so ware inventories – allÊunpatchedÊandÊunsupportedÊso wareÊinstancesÊareÊdetected.Ê 

4. Asset business cri cality impact scores – enablesÊriskÊpriori sa onÊofÊsecurityÊcontrolÊrolloutsÊandÊremedia on. 

5. Asset hygiene – completed cri calÊfields,Êe.g.ÊOwners,ÊHostnames,ÊIPÊAddresses,ÊDeviceÊType,ÊAssetÊCri cality. 
 

TheseÊac vi esÊprovideÊanÊorganisa onÊwithÊtheÊconfidenceÊthat: 

· AllÊITÊassetsÊhaveÊbeenÊiden fiedÊandÊsecurityÊcontrolÊcoverageÊisÊunderstood. 

· Security,Êtechnology,ÊandÊbusinessÊteamsÊcanÊpriori seÊsecurityÊremedia onÊac vityÊbasedÊonÊtheÊcri calityÊofÊ
theÊbusinessÊservicesÊthatÊtheÊITÊassetsÊsupport. 

· AÊfounda onÊexistsÊforÊbe erÊvisibilityÊacrossÊmul pleÊsecurityÊdomains,Êe.g.Êvulnerability,Êaccess,ÊandÊincident.Ê 

· CyberÊsecurityÊcontrolÊgapsÊareÊbe erÊpriori sed. 

· ChangeÊmanagementÊisÊlessÊriskyÊdueÊtoÊimprovedÊinventories. 

WeÊhaveÊassistedÊaÊnumberÊofÊclientsÊwithÊtheirÊITÊassetÊchallenges,ÊandÊdevelopedÊourÊexperienceÊandÊ‘knowÊ
how’ÊinÊthisÊarea.ÊThisÊenablesÊusÊtoÊofferÊaÊstructuredÊprogrammeÊofÊac vity: 

· EstablishmentÊofÊkeyÊprinciplesÊandÊdesiredÊoutcomesÊforÊtheÊITÊassetÊmanagementÊimprovementsÊneededÊtoÊ
supportÊeffec veÊcyberÊsecurity. 

· AnÊimplementa onÊapproachÊthatÊincludesÊrequirementsÊforÊimprovedÊITÊassetÊmanagementÊsystems,ÊdiscoveryÊ
processes,ÊandÊopera ngÊmodels.Ê 

· SupportÊforÊclosingÊgapsÊagainstÊtheÊaboveÊrequirementsÊu lisingÊourÊprovenÊSecurity Remedia on approach. 

For more informa on about how we can help your business, please contact us 

Our five key steps will bring significant benefits — but it is not easy 

 

 

 


